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1.1 CkaumBaHue U ycTaHOBKa AHAOeKc bpay3epa.

1. [na toro 4ytobbl cKayaTb AHAEKC bpay3ep HEOHBXOAMMO NEePEenTM No NPAMON CCblaKe
2. B OTKpbIBLWIEMCA OKHE HEODXOAMMO HaXKaTb KHOMKY «CKavaTb» 1 40K AATbCA 3arPy3KM MCNoAHsAOWero gpaina
(PycyHoK 1)

& (&) @ browseryandex.ru G e w » A 0O 2

flupexc & bpaysep

CkayvawTe bbICTPbIN
n 6e3onacHbi bpay3ep™”

CkayaTtb Bepcua X64. YCTaHOBUTHL BEPCUIO X32 MOXXHO MO CCblKe

M 1 cornawaioch NPUHUMATL y4acTue B YNy4LIeH CEPBUCOB SHAEKCa, OTNPaB/sA pa3paboTunkam
CTaTUCTVKY MCNONb30BaHua 6pay3epa. [onuTuka KOHOUEHLIMaNLHOCTH.

PucyHok 1

CtpaHunua 2 n3 21


https://browser.yandex.ru/
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3. Tocne ckauymMBaHMs YCTaHOBOYHOrO dpainna HeoHX0AMMO NePenTU B «3arpy3KkM» 1 3anyCcTUTb ABOMHbLIM HaXKaTUEM Ha fe-
BYIO KHOMKY mMbllwn (aanee JIKM) ncnonHaembii dain Yandex.exe (PUCyHOK 2)

; ' Iﬂ = | Zarpyskm

dain nagHan Mogennteca Ewng

— a
4 ; » 31oT komnetotep * flokaneHed guce (C) » MNonszoeatenn » usertest * 3arpyswm w @ Mowck: 3arpyskm p
ras fata nsmeHeHna Tiun Pazmep
# BricTpbiii gocTyn
[ PaBounii cton L Ceronna (6)
& Zarpyzn Y Yandex.exe

|if| AokymenTsl
= Vz0bpaxerun

m Buaeo

J‘& Myzbika

PUCYHOK 2

CtpaHunua 3 m3 21
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JAUMTA UHOOPMALMUY

B OTKpbIBLIEMCS OKHE MacTepa YCTaHOBKM HEODXOAMMO HaxKaTb «YCTaHOBUTbLY» (PUCYHOK 3)

flnpekc €9 bpaysep

bbicTpbin, 6e3onacHbIM U YMHBIU Bpaysep

[ CGaenams Gpayaepom no ymMonyaHio

[ 3axpenvm Anucy e nanenm 3303y

PncyHoK 3

CrpaHuua 4 n3 21
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MHOOPMAULKY

[anee HeobXo0AMMO A0XKAATbCA OKOHYAHMA YCTAHOBKM (PUCyHOK 4)

flHoekc Y bpay3sep 40%

s be3onacHoCTb

MnaruTe onacHs E | {7 "
TexHonorva Protect npegynpexaaet
Protect 06 onacHbix caiiTax, Gepexér salum

Ha 3mom caliTe NNaTyTE CNacHo

KATANGE  OOCTA

Naponu, 3alLLaeT NNaTexm

He CTOWT BEQOHTE 30RCE HoMep BaukoeCroi
wapTL. Baww anatémHee gaHHEe MoryT WM NpoBEPAET ¢ra MNel Ha BHMPDYChBL.
NEpEBaTHTE,

OueaH «

44 500 ¢

PucyHok 4

CrpaHuua 5ms3 21
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1.2 YcraHoBKka Kpuntollpo 31N Browser plug-in.

1. [Ona ycTaHOBKM KpmunTo-naarMHa HeobxoaMmo nepemnTi No CChbIIKE Ha CKaYMBaHMe.
2. lNMocne cKauymBaHMA HEODXOAMMO NEPENTM B 3arpy3kM U ABOMHbIM HaxkaTvem no JIKM 3anycTuTb MCNOAHAEMbIN Gaiin
Cadesplugin. PucyHok 5.

L AR RN s
m FnhasHas Moaenutbca Bug
» &> 371oT komnbtotep > JlokaneHbin auck (C:) > Monbsosatenn > usertest > 3arpysku vd Mouck: 3arpysk

~
WNms Jara usmerenus Tun Pasmep

s BeicTpoiit goctyn
v CeroaHa (2)

Eﬂ cadesplugin

I Pabouwii ctron o

& 3arpyzkun *

PUCyHOK 5.

3. lMocne 3anycKka UcnoaHAemMmoro aliaa BO BCM/bIBaOLWEM OKHe Haxkumaem «1A» (PUCYHOK 6)

Ycranoeute Kpuntolpo 3UMN Browser plug-in?

P1CyHOK 6

CrpaHunua 6 n3 21


https://cryptopro.ru/products/cades/plugin/get_2_0
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[anee HeObXOAMMO A0 AATHCA OKOHYAHWUA YCTAaHOBKM naarmHa (PucyHok 7)

Kpuntollpo 3UI Browser plug-in

iﬂl WMpeT HacTpoitka KpunTollpo LM Browser plug-in

OcTasweecs spemsa: 12 cex

- OmveHa

PUCcyHOK 7/

CrpaHnua 7 mn3 21
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1.3 CkaumBaHMe M YCTaHOBKA NaarMHa ana paboTbl ¢ noptanom Focycnyr.

1. [lna ycTaHOBKM NnarkHa Ana noptana Focycnyr He0OXoAMMO NePEenTM No CCbI/IKE Ha CKa4YMBaHMe.
2. Janee nocne ckaymBaHma HeobXo4MMO NEPENTM B 3arpy3KM 1 ABOMHbLIM KAMKOM no JIKM 3anycTuTb McnonHAemblin dann
IFCPlugin-x64. PucyHoK 8

¥ 4 = | 3arpyzku - O
m FnasHan MoaenuTeca Bug
1 & > 3rorkomnerotep > flokansHbiii auck (C:) > Monbsosatenn > usertest > 3arpysku v @& | NMowuck: 3arpyzku
WNma [ata nzmeHeHuna Tun Pazmep

» BeicTpeiii gocTyn

I Pabounii cron  # v CeroaHsa (3
& 3arovsa + |13 FcPiugin-x64

PucyHok 8

[anee HeobxoAMMO cieoBaTb NOACKA3KaM CUCTEMbI MacTepa YCTaHOBKM.

CtpaHunua 8 3 21


https://ds-plugin.gosuslugi.ru/plugin/upload/assets/distrib/IFCPlugin-x64.msi
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3. B OTKpbIBLIEMCA OKHE MacTepa YCTaHOBKM HEODXOAMMO HaxKaTb KHOMKY «[anee» (PucyHOK 9)

45 Ycranoexa Mnarun Nonb3oBaTeNs CUCTEM 3NEKTPOHHOTO NP...  — X

Bac npuBeTCTBYET MacTep yCTaHOBKU
MnarH NoNb30BaTeNA CUCTEM

3/1IeKTPOHHOIo npaBuTeNibCrBa (BepCMﬂ

ﬁaére% @m NO3BONSAET U3MEHWUTL Cnocob yCTaHOBKM

VMM YAANEHUA KOMNOHEHTOB MNaruH Nonb308aTens aicTeM
3NeKTPOHHOrO NpasuTenscTea (sepans 3.1.1.0) x64 Ha
KoMNbioTepe. HaxmmuTe kHonky “flanee”, uTobbi
NPOAOMKUTL, MMM KHONKY "OTMeHa”, YTobbl BoiiTH 13
MacTepa yCTaHOBKM,

Otveria

PncyHoK 9

CtpaHunua 9 mn3 21



\ 2% AiT1 MOHUTOPHHI

4. Nanee He0bBXOAMMO HaXKaTb KHOMKY «YCTaHOBUTb» (PucyHok 10)

ﬁ Ycraroeka Mnarun Nonb30gaTens CMCTEM INEKTPOHHOTO NP...  — X

Bce rotoBo K ycraHoBke narMH nosb30BaTens CHCTeM 3MeKTp...

HaxmuTe KHONKY “YCTaHoBuTh ", 4Tobbl HauaTh yCTaHoBKy. HaxmuTe KHonky "Hasaa”®,
4yT0bbl NPOBEPUTL MM U3MEHUTD NAPAMETPbLI YCTaHOBKM. HaxmuTe KHonky "OTMeHa”,
yTobbl BEWTH M3 MacTepa.

Hasaa YcTaHosuTh OTMeHa

PucyHok 10

CrpaHunua 10 3 21



TR
AQ@) ATY MOHUTOPHHT

5. lMocne OKOHYaHMA YCTaHOBKM HEODXOAMMO HaXKaTb KHOMKY «0ToBO» (P1cyHOK 11)

ﬁ Ycranoeka Mnarvd nonszoearens cucrem 3NEKTPOHHOro np... — X

YcraHoBka lNnaruH nonb3oBaTens cUcTem
3N1eKTPOHHOr0 NpaBuTeNbCTBa (Bepcus
3.1.1.0) x64 3aBeplueHa

HaxmuTe KHONKy “ToToB0", 4Tobbl BLIITH U3 MaCTEpa
YCTaHOBKM,

PucyHok 11

Crtpanuua 11 mn3 21
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1.4 YctaHoBKa pacwunpeHuna Kpuntollpo UM 8 AHaekc bpaysepe.

1.0nAa ycTaHoBKM KpunTo-nnarnHa B AiHAeKC bpay3ep HeobXxoAMMO NepenTn B KHACTPOMKMY (TPU TOPU3OHTa/IbHbIE MO-

NOCKM), Aanee BbIbpaTh NYHKT «JononHeHns» (PucyHok 12)
@ 28]
ﬂHneKC BeeAuTe 3aNpoc nan aapec

Boin @ 27 + bauns
Q TV B AHOeKC
“ o v @ Pexum MHKOTHUTO
2 SlHpekc rocycnyru
Hefiene: nouTH
ﬁ Mapket Kaptsl Mouta Hacrpoiiku [IKOB: Xapa
ey 0 +25°; cnadbiit
Wcropusa D 4 m/C
e
@ YouTube @ o W36paHHoe
@ B Naponu u kaprei Sngexc©
88 5 TpaHcimpogats akpaH
- E‘} AononHeHua -
E] JlonoaHuTensHO -
- - —
- -
— ol
PucyHok 12

Ctpanuua 12 n3 21
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JAWMTA MHOOPMALKY

2. B nyHKTe «[JononHeHMA», NPOAMCTAB B CaMblil HU3 CTpaHMLbl Heobxoammo Hanth «Kpuntollpo SUM», roe cneayet
Ha*KaTb KHOMKY «YCTaHOBUTb» (PncyHOK 13)

tune JlononHenua

WMabpaHHoe  3arpy3ku Vltrapvm HacTpoiikn besonacHocTe  Angekc D Jipyrue ycTpoiictea

m LastPass Menemxep naponei YCTAHOBWTE

HaaBKHO XPaHWUT N3POAM, HOMEPA KPEAWTHLIX KApPT 1 ADYTHE NIAYHbIE A3HHLIE 1
MO3ECAARET 3BTOMATUYECKW BEOANTE 3TV AaHHBIE HA Da3HBLIX CAMTax — TaM, rae
B8bl @My pa3pelumrte, T107]

— CviHXpoHM3auma Bulkn
XDBHMT " HdJJ,e)K.HCI ZAWMLWLBET BALIW 2aK13AKH, N3poan 1 Apyrne ﬂ,aHHh\E OHM
JAOCTYMHL! BaM Ha NtoGomM yeTpoiicTae ¢ Angekc.Bpayzepom I

Pocket co

MO3BONRET COXPAHATE NOHPABUBLUMECA BUAEO W CTETEN B aKKay’HTE B Pocket n
OTKPLIEATE WX H3 Pa2HbIX YCTPOicTEAX AaKe 622 MHTEPHETA. [01po

e Hb

YCTaHOBWTE

S —
< Mo3B0NRET CO3AABATE M NPOBEPATE 3MEKTROHHEIE NOAMMCH AR TOPTOE,

BaHKMHra M MOAZYM OTUETHOCTH B ®HC, POCCTaT 1 Apyrie OpraHbl. [Teapobtes

PucyHok 13.

Ctpanuua 13 n3 21
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JAWMTA MHOOPMALKY

3. B OTKpbIBLIENCA HOBOW BKAAAKE HEODXOAMMO HaxKaTb KHOMKY «106aBUTb B AAHAEKC bpay3ep» 1 40X AaTbCA NOHOM yCTa-

HoBKM (PncyHoK 14)

Pacwmpenwve CryptoPro Extension for CAES Browser Plug-in - Paclunpenws ans 6paysepa

CoemecTumo ¢ 'y HHoerc epom

CryptoPro Extension for CAJES Browser Plug-in

astop: cryptopro

=5 42 /5 Bawa ouexka:

Bcero oueHok: 70

PacwvpeHne nozeonAsT ucnons2oeate Kpuntollpe 2UMN Browser plug-in & Spayaepe. [AnA paboTel TpebyeT
ycTanoenenHoro 3UMN Browser plug-in.

[akkoe paclupeHie NOIB0NAST CO3AARATE ¥ NPOSEPATE UMBPOSEIE NOANMCH C MCNOML30BAHAEM
KpunTolpo 3UM Brewser plug-in e Gpayaepax Ha ockose Chromium (Google Chreme, Opera,
HAupexc.Bpayaep v gp.) AnA Toproe, GaxkkKra, nogaun otueTHocT B OHC, PoccTat u apyrie opradsl

Mpaea aoctyna

CHWMOK 3KpaHa

PucyHok 14

Mounck no pacwMpeHuAmM

+ [Jobaeuts B Aupekc Bpayzep

O pacwmpeHun

3arpyzkn: 4 077 155

Kareropua: MHCTpyMeHTs! paspabotumka

BepcwA: 1.2.8

Pazmep: 65.8 Kb

ObHoenexo: 25 mapra 20211

TNuuerzuonHoe cornawexue: Copyright 2020 cry...
Caiit cnyxber: hitp://cpdn.cryptopro.ru/default.as...

CrpaHuua 14 n3 21
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JAWMTA MHOOPMALKY

4. Bo BcnabiBatollem okHe (YcTtaHoBuTb «CryptoPro Extension for CAdES Browser Plug-in?») HeobxoaMMo HaxaTb KHOMKY
«YCTaHOBUTb pacwmpeHme» (PucyHok 15)

Paciumpenue CryptoPro Extension for CAdES Browser Plug Paciumpenus ana 6 53 oT3hiBA

YcraHosuTe «CryptoPro Extension for CAdES Browser Mouck no paciumpeHmsnm
Plug-in=?

w

CryptoPro Extension

BTOp: Cryptopr
, 35Top: cryptopro

5 42 /5 Bawa ouel

YCTaHOBWTE pacliMpeHne Otmena

Pacwwpenue nozsonAeT ucnonszoeats Kpuntollpe 3UMN Browser plug-in & bpayzepe. AnR paboTe Tpebyet
ycranoanentoro 3UMN Browser plug-in
[akHoe paciunperie NO380NAET CO3QABATE W NPOBEPATE UMPOBLIE NOAMKCH C UCTIONE30BaHUENM

O paclwmpeHuu

Kpuntolpe SUM Browser plug-in B Gpayaepax Ha ockose Chromium (Google Chrome, Opera, Sarpyzku: 4 077 155
Anpexc.Bpayaep v gp.) ana Toproe, Bawkukra, nogasm otdetHocTv B ®HC, Pocetar u gpyrie opranel Kareropua: UHcTpymenTsl paspaboTunka
Bepour: 128

Pa3amep: 65.8 Kb

OBHoenexo: 25 maprta 20211
NuueHanosHoe cornalueHna: Copyright 2020 cry
Caitr cnyx6Ber- hitp:/icpdn cryptopro ru/default
Crpanmnya nogaepxu: hitps:/support.cn

Mpaea AocTyna

CHMUMOK 3KpaHa

Moxoxue

Income monitor

Mpoeepra 6anaHca Balmx
X o

V'o‘ MapTHePCKUX NPOrpamM

PucyHok 15

Ctpanuua 1513 21
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Mocne ycnewHom yCTaHOBKM NOABMTCA yBeAOMIeHMe 0 TOM, YTo Pacwmpenmne «CryptoPro Extension for CAJES Browser Plug-in»

yCMNeLwHo ycTaHoBNeHO 1 paboTaeT (PucyHoOK 16)

W 53 DT3LIEA

Pacuwwmpenne CryptoPro BExtension for
CAdES Browser Plug-in ycnewHo
yCTaHOBAEHO u paboTaer.

Inauox CryptoPro Extension for CAdES Browser Plug-
iN NOABWTCA E NaHenu bpaysepa, Korga Bol
OKEMETECH HA NOAXOAALLEH AR HEMD CTPaHMLE.

yﬂ,a.ﬂHTb pacllMpEeHME MOXHD H3 CTpaHHLE
-r,ﬂ,ﬂl'lﬂﬂHEHHH:-:~_. KOTOpaA OTKPLIB3ETCA M3 MEHKD

Bpayzepa.

PucyHok 16

CtpaHuua 16 n3 21
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1.5 AkTnBauua pacwmpeHuna gna noptana focycnyr B AHAeKC bpaysepe.

1. [lns akTMBaLMM paclunmpeHns ana noptana Focycnyr B AHAeKc bpaysepe HE0HX0AMMO CKOMMPOBATb CChI/IKY B MOMCKOBYHO
CTPOKy Dpay3epa Ha YCTaHOBKY NiarMHa 4epes MHTepHeT-marasmH chrome 1 HaxaTb KHOMKy Enter (PucyHok 17)

ﬂHﬂEKC I@ https://chrome.google.com/webstore/detail/%D1%80%D0%B0%D1%81%D 1%88%D0%B3% 01 %80%D0%E 5%D0%BD%D0%BS%D0%B5-%D0%B4%D0%EB% D 1%8F-%D0%BF%D0%BB%D0%B0%D0%B3%D0%BE%D0%BD%D0%E0 & I,g, +

a - 4+ Pervncrpauma ﬂ

1 Boiitu e Anaekc

i Sinpekc w Q rocycnyru v u
Ha 3To# Hepene:

‘:;. Mapket KapTel Mouta noxonoaaer 4o +22%
noxam: cnaGelil eTep 1o
Smfc

I SiHpexc C

D) ® -

PucyHok 17

CrpaHnua 17 n3 21


https://chrome.google.com/webstore/detail/%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B4%D0%BB%D1%8F-%D0%BF%D0%BB%D0%B0%D0%B3%D0%B8%D0%BD%D0%B0-%D0%B3%D0%BE/pbefkdcndngodfeigfdgiodgnmbgcfha
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2. B OTKpbIBLIENCA CTPaHMULLE MHTEPHET-MarasnHa chrome, HanpoTnse PacwunpeHns ans nnarnHa Focycnyr Heobxoammo
HaXaTb KHOMKY «YCcTaHOBUTbY» (PncyHoK 18)

Pacwmpenue aAns naarwka Focyenyr - Muteprer-maraswd Chrome % 420 0T3LIBOB

& WHTepHeT-MarasmH chrome * Bxon

Pazuulie > Pacwupeduna > PacwupeHwe gna nnaruHa locycnyr

. PaclwupeHne ana nnarvHa flocycnyr

L B & & BLNO] ‘ CneyurankHbie BO3MOXKHOCTH | Mons3osatenei: 2 000 000+

O6zop Mepel no ofecneyeHuio KOHPUASHLWANEHOCTIH OTakIBkl Moxoxwue

PucyHok 18

CrpaHunua 18 ns 21
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3. Bo BcnsbiBatoLem okHe (YCTaHOBUTb «PaclumpeHne Ansa naarmHa rocycayr»?) HeobxoamMmo HaxaTb «[1o6aBuUTb paclin-

peHwne (PncyHok 19)

Paciumpetne ana nnarmHa Focycnyr - MHTepher-marasmi Chrome

-~ WHTepHeT-MarasunH chrome

By raHoBuTs «Pacmpenne AnA naarvHa locycnyrs?

Pazuuie > PacwwupeHua > PacwwWpeHue
. Pacwuperwve g
Yk koK 195 O [ YCTaHOBHTEL paclipenme

O63op Mepbl no o6ecnedyeHnio KoHUMAEHUWANTBHOCTH OTabiBbI Moxoxwe

PucyHok 19

L bBxon

% 420 OT3LIBOE

Ctpanuua 19 n3 21
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4. TMocne BblleyKa3aHHbIX AeMCTBUA NOABUTCA yBeAOMIeHMe «PaclumpeHme ansa naarmHa Focycnyr ycnewHo yCTaHOBAEHO
n paboTaeT» (PucyHok 20)

w 420 OT3LIEDE

Pacluumpenne Paclumperue AnA naarnHa
locycayr yCcnewHo ycTaHOBAEHO M
paboTtaer.

3nauok Pacuwmpenwe ana naaruda [ooycayr
NOAEWMTCA E NaHeny Bpaysepa, KOTAA Bl OKAMXETECh
Ha NoAXOAALLER ANA HETO CTPaHMLEE.

¥panwTh pacllMpeHMe MOXHD Ha CTPaHMLLE
={lonoAHEHNA=, KOTOPaA OTKPLIEIETCA M3 MEHED
Bpayzepa.

PucyHok 20

Ctpanuua 20 n3 21
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1.6 Brkntouernune nogaepxkm NOCT wndposaHmna B AHaeKc bpaysepe.

1. HeobxoamMmo BKAOUYUTb NOAAEPMKKY PaboTbl CalMTOB, MCNONL3YOLWMX WKdpoBaHMe no FTOCT. s 3Toro Heobxoammo

nepenTtn B: HacTponkm =~ -HacTpolku - CuctemHble-IloAKN04aTbCA K CalTam, MCNOb3yoWMM WwindposaHme no FOCT

(PucyHoK 21)

settings

OMCK

ObLKre HacTPOWKK
NHTepdeic
HCTpyMeHTbI

CaiiTbl

CucremMHble

HacTpoiika bpaysepa 3aBepLieHa.

M2BpaHKoe 3arpyzeu WcTopua JLONOAHEHKA Be30MacHoCTE AHgexc ID Apytue ycTpoiicTea

CucTemHble

ABTO3anyck 1 GOHOBbIA peXxum
OTkpbiBaTh OKHO Bpaysepa npu crapte Windows
Hukoraa ~
D PaspelumnTs OTKpbiEaTh B flHAekc.Bpaysepe ccbinkv Ha cepsuchl AHAekca
& PaspewwuTs paboTy & doHe (Mpu 3anycke Bpay3ep OTKPLIBAETCA BbICTPEE, PEryNapHO OSHOBNAKTCA KOMMOHEHTL 6830NacHoCTI)

MoapoGHee

CeTb
~ | Moakntouatses K caiTam, ncnonb3yowmnm wrdposarue no FOCT. Tpebyetca Kpuntollpo CSP.
& | ABTOMaTMUBCKM OTKPLIBaTL CaiTbl No npoTokony HTTPS, ecan oHu ero nogaepxveaior

D Mpeaynpexaats, M Y caiTa 40mKHa 6biTe HTTPS-BepCKs, HO €& HeT

PucyHok 21

CtpaHuua 21 mn3 21



