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1.1 CkaumsaHue u yctaHoska CK3U Kpuntollpo CSP.

Nns Toro, 4tobbI CKaYaTb M YCTaHOBUTL KpmnTolpo HEOOXOAMMO BbINOAHWUTL Ceaytolme AeACTBUA:

1. 3aiTi Ha oduUManbHbIM canT KpunTollpo no cchblike 1 NPonTH perncTpaumio. (PMcyHoK 1)

=
&
=,

G ) https//www.cryptopro.ru/products/csp?csp=download&ysclid=152do0vanl 796581310

C 02HAKOMMTENEHOH NONHOGYHKLMOHANEHOH 90-IHEBHOW NMLEH3WeH
‘Ld‘ MpoaYETHl KOMNAHWK,

0OHOBNEHMA 1 gon. MO

Kynmb NHUUEH3NKD
a YCNYTH TEXHUYECKOrD
CONpPOBOXKAEHUA
HazHa4yeHue Kpuntolpo CSP 1 VHDOPMALIOHHO-

KOHCYMBTALMOHHBIE YCIYTY
» QopMUpOEaHIE W POBEPKE 3NEKTPOHHOI NoaNMuCH.
» OBecnedeHie KOH(DUAEHUMANEHOCTI M KOHTPONA LENOCTHOCTH MHAOpMAaLIMIA NOCPegCTE0M
28 WHDPOBAHMA M MMUTOALLMTEL onﬂq
» OBecneyeHie ayTEHTUUHOCTH, KOHDHABHUMANEHOCTI M MMMTOZALLUTEI COBUHEHMI E-mail: *

no npotokonam TLS, u [Psec.

+ KOHTPOrE LeNoCTHOCTH CUCTEMHOMD M MPHKIAAHOT0 NPOrPaMIMHOre 0BECTIe4eHIA ANA ero Mapons / Passviord:
3ALUMTEI OT HECAHKLMOHUPOBAHHEIX M3MEHEHMIT M HADYLLIEHIIT JOBEPERHOTD (hyHKLMOHNPOBEHMA.
Moanepk1BaeMble anropuUTMEI B

PucyHok 1
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2. 3atem cneayetT nepenTu Ha BKNaaKy «CKavaTby (PUCYHOK 2)

: KNKOYEBOE CNOBO
», KPUMTOMPO B 3aliMTe MHhOpMaL MK ROTEN =]

O xomnaHun MpogykTel | Yenyru | MapTHépm | [loggepwka | Kynuts II Bnor
TLS-wnio3 u VPN

3aw MU eHHbIN AoCTYyN

@

K KOPopaTUBHbIM pecypcam
. Yepes HesallWLLBHHbIe CeTu

Kpuntollpo NGate

maeHan

Kynnte

O KoMmnaHum B MpoayKTsl Komnammm,

ofHoBNEHUA 1 gon. Mo

Komnanua Kpuntolpo cosgana g 2000 rogy v B HACTOALEE EPEMA 3AHWMAET NUZUPYHILEE NONOKEHUE
a YCNYTH TEXHUYECKOTD

Mo PacnpocTpaHeHWD CpeacTE KpunTorpaddeckol 3aWKuTel MHhOPMALMK K 3NEKTPOHHOR LW 0BoA
pacnpocTp PEACTE Kpi padp uy hopmal P uncpp CONpOBOXIEHUA

nognucK.

WMHDOPMALMOHHO-

OCHOEHOE HanNpaeneH1e AeATENEHOCTH KEOMNAHKKM - pa3 aboTra ¢ e4CTE KpMnTorpa MYECKOR 3aLyMTLl m
P pasp P panTorpach “ KOHCYTIETALMOHHBIE YCIYTH

WMHpopMaLyK W pazeuTue MHdpacTpykTypel OTepeTex Knrowei (Public Key Infrastructure) Ha ocHose

WEMONb30BaHWA MEXAYHAPOAHLIX peKOMEHIALMIA N POCCHIACKMX KpUNTorpadudeckux anropuTMoR.
MpogykTel KoMNaHKMW pacnpocTpaHAT bonee 850 pnonyeckux NUUY Ha OCHOBaHMKM AWNePCEMX

LOroBOpoE. B
* Mo npochmne

Komnaxua eeigana Gonee 4 000 000 nuuexzui Ha wenonszoeadme CH3W Kpuntollpo CSP u ceswe 800 * Mowu zarpyakm

PUCyHOK 2
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3. [lanee HeobxoanMmMo nepenTn B BKNAAKY «Kpmuntollpo CSP» (PucyHok 3)

KpunTollpo gna pa6oTbl C 3N1eKTPOHHOW NOAMNUCHIO

Mpc MMHOE YeHue, H C3J Cbio, B
CoOTBETCTBI S T DR CrOOLNORT G RRME MogpoGHee...

nasHas

Kynutb

LleHTp 3arpy3ku ?H MPOAYKTHI KOMNAHNK,

obHoBneHua u gon. No

MepenTy K 3arpy3ske panvnoB AnNA yKazaHHOro Nnpoaykra: a YCRYrH TEXHUYECKOro
CconposOXAEHUA

Q:,l MHMDOPMAaLUHOHHO-
KOHCYNbTalUWOHHbIE YCNy U

» Kpuntollpo NGate

* Kpuntollpo YL|

* Mot npochune

» Kpuntollpo ¥

* Mow 3arpy3aku

PncyHok 3
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4. [anee cneayet NPUHATb IMLLEH3MOHHOE cornatuermne (PucyHok 4)

“Q“i’ DI

HeakkpeauTosaHHLI Y1

MopALOK NONYYeHUA AUCTPUGYTUEE C CaiTa:

BumecTe ¢ aucTpudyTueamu CK31 Ha cTpaHuue 3arpy3ki pasmeLlarTca KOHTPONbHbIE

CYMMbI YCTaHOBOYHBIX MOAYNEN M AOKYMEHTALMH. KOHTPONBHBIE CyMMbI PACCHUTBIBAIOTCH B (EfE
COOTBETCTBMM ¢ FOCT P 34.11 94 ¢ yy&Tom RFC 4357, a Tak e md5.
YcTaHoBKka CK3M Ha pafioyee MECTO NOMb30BATENA MOKET ObiTh OCYLIECTBNEHA TONLKO B LUYC VPN

cnyYae NoATEEPKAEHUA LENOCTHOCTM NONYYEHHBIX YCTAHOBOYHBIX Mogyned CK3M u
3KCMAyaTaLMOHHOM JOKYMEHTALMM.

. CrpaeouHu akkpeauToBaHHesx Y|
Mposepka fomxHa ObiThb OCYLECTBNEHA C NOMOLLbLI YTUNUTLI cpverify.exe
(hitp:/www.cryptopro.ru/sites/default/files/public/cpverify.exe), exoaawen & coctas CK3W
«Kpuntolpo CSP» cpverify -mk -alg GR3411_2012_256 <filename=, NS0 WHbIM ApYTUM
CEPTUMHULMpOBaHHEIM @CB PoCCHM WNMPOBaNbHLIM (KPUITOTPaMUYECKUM) CPEACTBOM,
peanuaytolmm FOCT P 34.11-94. Yenyrn C3M1

KoHTponkHaa cymma md5 MOKET GbiTb NPOBEPEHE, HANPUMED, € NOMOLEHD MdSsum (linux)
unu File Checksum Integrity Verifier (http://support. microsoft com/kb/841290).

C3MN AxkpenuToeadHoro Y1,
63-03

Mcnone30BaHWe NPOrpaMMHoro o6ecneYyeHA pernaMeHTUpYeTcA NPUEeAEHHBIM HIKe

NUUEHIMOHHBIM COrnawernem ¢ 000 "KPUNTO-NPO": —l con HeakkpenuToBaHHO0mD

— NpOSEpKa SNEKTPOAAGH MOANWACH] vl
- BHIMMCNEHWE SHEYSHMA PYHKUMW XEWWPOBAHHUA;

- MCNONbL30BaHMA NpoTokona TLS Npu oOHOCTOPOHHER ayTenTudukauww (nposepka
NOANMHHOCTH CEpBepa).

llaxHoe NpaBo HE NPefAoCTABNASTCA B CNyYas MCMoNb3osaHuA Msgenua & cocTase
NpMAOKEHWA, NpegHasHa4veHHsx ANA paboTel Ha ONepauMoHHbIX CUCTEMaX MOoDMNBbHEX
YCTPOHCTE.

3N co cTopoHHMM YL,

9. MNonesocBaTENs WMEET ApaBd WCNONe30EaTb Wzpenwe B COOTEETCTEMM C £ro

Ha3HAYEHWEM M NPaBKNEMM MONL30BAHMA, WSNOKEHHBIMA & 3KCMNYETAUMOHHOM T1OLU1M()K8
AOKYMEHTEUWKM, KOTOPOE BRAHNHMEET NPEEC HA YCTAHOBKY, XPAHEHWE W BOCNPOW3IEBEOSHME

Wspenwa & namatTe 3IBM, OrpaHMY4eHHOE NpaBoM KONWMPOBEHWA ¥ 3anycKa. EB Hosoctu EB Bnor
1l@. MNonb3oBaTent MMEET NpaBo BCTpauMBaTe W3genwe & nporpammbel gnAa 3BM, u
HpaBDOﬁﬂaﬂaTEﬂEM KOTOPBIX OH ABMAETCA.

11. Mone3oBaTenk He EBNpase

- MCNonb30BaTh Msgenue Be3 akTuBaunW W3genwa nNyTeMm S5B500& KMOY4E YCTEHOBKM

Wsgenuws (CepwiiHOrD HOMEPE NMUEHSMM) B KOMMEPYECKMX UENAX, 38 WCKINYEHWEM

CNYYAEE, YCTEHOBNEHHWX NYHKTOM B HacToAwero CornaweHwa;
A

SuTETLen nu=a nEwsmnu nueasaTe A Yt von o P

PucyHok 4

CtpaHuua 5mn3 16
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5. 3atem cneayeTt ckavaTb CepTudunumpoBaHHyto Bepcuto Kpmuntollpo (B BKNaake cepTndnumpoBaHHbie Bepcunm) (Pucy-

HOK 5)
MaeHan = Mpogyktel > Epuntolpo CSP KpmnTol'Ipo CSP
Kpuntolpo CSP - 3arpy3ska channos Vicnons3osakue
KpunTollpe CSP Lite
AKTyankHad BEPCUA KpUNTONPOBAROEpa Kpuntollpo TLS ¢ TOCT

TLS ¢ MOCT Ha nginx/Apache
CoBmecTUMOCTE peanuzayui TLS
Kpuntollpo Java CSP

I'Ipensapmen bHblE HECEPTMCPHLIHPOB&HHBIE BepCcHH KpunTolpo Winlogon

CunTeiBaTENM
Kpuntollpo CSP 5.0 R3 ana Windows, macOS, UNIX, Android 1 JavaCSP

WMcTopwa sepcui

Kpuntolpo CSP 4.0 RS ana Windows, macOS w UNIX (cepTudurkauma He nnaHMpyeTca) CpaeHeHue Bepchit

CoemecTMMOCTE peanuaauui X.509 u
CepTudMUMpoOBaHHEIe BEPCUM CMS

Jarpyaka cafinos

I Kpuntollpo CSP 5.0 B2 ana Windows, !'."indaws c pkcs# 11, mac0Ss, UNIX, Android w JavaCSP

Kpuntollpo CSP 5.0 ana Windows, macOS, UNEX v Android

Kynutb
Kpuntollpo CSP 4.0 R4 ana Windows, macOS u UNIX

= TpoayKTsl KOMNAHUK,

Kpuntolpo CSP 4.0 R3 ana Windows, macOS u UNI OBHOBNEHWA W aon. Mo

=

PUCYHOK 5

CrpaHuua 6 n3 16
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YctaHosKka Kpuntollpo CSP:

6. TNocne ckaumMBaHMsa HEOHXOAMMO NEPENTM B «3arpy3KM» 1 ABOMHbIM HaxkaTuem no JIKM (neBas KHOMKa MbiLLK) 3any-
CTUTb ncnonHaembit pann CSPSetup-5.0.12000.exe (PucyHoK 6)

‘ ¥ = | 3arpysen

Dan [naeHaa MogennTeca Bwg

T & » 3toT komnetoTep » SlokaneHend guck (C3) » MNonssosatenn 3arpyskm v | D 0 Mownck: 3arpyskn
ran [ata usmeHeHna
3t BeicTphii gocTyn

Tun Pazmep |
I PaBouwii cton ~ Ceroana (1)
& 3arpyzu I * g C5PSetup-5.0.12000 I

1= OokymenTel

| MzoBpaxennn

m Bugeo

J’! Myzeika
@ OneDrive

[ 3101 komnstoTep
B Bugeo

=] OokymenTel

‘ 3arpysku

| MzoBpaxennn

J’i Myzeika

J Obvemnbie ofbek

I PaGouwii cTon

am Jokaneneiii guek (C

¥ Cere

1 3nement

PUCYHOK 6
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7. Mocne 3anycka ncnonHaemoro ¢ana B 41MaNoroBOM OKHe HeOBX0AMMO HaKaTb «YCTaHOBUTDL (pekomeHayeTcA)» (Pu-

CYHOK 7.)

* ) Kpuntollpe CSP 5.0.12000

BEnaroaapwm 3a ewibop Kpuntollpo CSP.

Mpogom#as YCTAHOBKY, Bbl MPMHUMAETE YONoBKMA JIMUEHIMOHHOrO CorNalleHms.
MpoaykT BYAET YCTAHOBMEH C BPEMEHHON NMUEHIMEN HA 3 MeCALA.

http: (fwww. cryptopro, ru

— YcraHoBMTE (pekomMmeHayeTca)
Mpogykr Byget ycTaHoened B KoHgurypagrn KCT 1 Azsikom
CMEpaLMOHHON CCTEMBI C HACTPOHEAMMW NO YMOAYEHHED,

— ,ﬂ,OI’IG.ﬂHHTEﬂthIE onuwuK
Mozeonaet epiBpate KoHgurypaummo KC v Azeik,

YCTAHOEMTE KOPHEBLIE CENTHRMKETEI

PucyHoK 7

CrpaHnua 8 n3 16
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8. lMocne OKOHYaHMA YCTaHOBKM B BCM/IbIBAOLLEM OKHE HE0BX0AMMO HaxKaTb «OK». (PucyHOK 8)

KpvntoMpo CSP yonewHo ycTaHoBneH.
Ana koppekTHOW padoTel KpunTolpo CSP MoMXeT NoTpeA0BaThA
nepesanycruTe Bpay3ep.

PucyHok 8

Kpuntollpo CSP ycnewHo ycTaHOBNEH.

CtpaHuuya 9 n3 16
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1.2 YctaHoBKka Kpuntollpo 31N Browser plug-in.

1. OnAa YCTaHOBKMN KpMI’ITO-I’I!’IaFMHa H€O6XO,£I,MMO I'IGpEl\/ﬁTl/I MO CCbl/IKE Ha CKa4YMBaHUNE.

2. Tlocne cKauymMBaHUA HEODXOAMMO NEPENTU B «3arpy3KM» 1 ABOMHbLIM HaxaTMem no JIKM 3anycTntb McnosiHAemblin dain
Cadesplugin (PrcyHok 9,10)

Y= s
m lnasHas Nogeantbca Bua

4> 3vot komnbtoTep > JlokansHbiit guck (C:) > TlMonssosatenn > usertest > 3arpysku

v D Mouck: 3arpyskn Pl
Nmsa - [ara usmeHenuns Tun Pasmep
> BoicTpoiii goctyn
I Pabounii cton o  Ceroaus )
& 3arpyzem P a cadesplugin
PucyHoK 9

3. lMocne 3anycKka ncnoaHAemoro gaiiaa B BCN/bIBatOLWEM OKHe Haxkumaem «A» (PucyHok 10)

Ycranoeute Kpuntolpo 3UN Browser plug-in?

PucyHok 10

CrpaHuua 10 3 16
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Okmaaem noka nnaruH ycraHosutca (PucyHok 11)

Kpuntollpo 3UIT Browser plug-in

il]l WMpeT HacTpoitka Kpuntollpo 3UIM Browser plug4n

OcTtasweecs spema:; 12 cex

- OmveHa

PucyHok 11

CtpaHuua 1113 16
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[Mocne ycnewHom yCTaHOBKM B C/lIeAyHOLLEM BCMbIBAIOLLEM OKHE HEODXOAMMO HaxKaTb « OK» (PucyHok 12)

Kpuntollpo 3L Browser plug-in X

KpuntoMpo 3UMN Browser plug-in ycnewHo ycraHoBNeH,
Ana koppekTHou paéoTel KpuntolMpo 3UMN Browser plug-in moxer
noTpe60BaTbCa Nepe3anycTuTb 6paysep.

PucyHok 13

[ocne HaCTPOMKM M YCTAaHOBKM NaarkHa HeobxoaMmo nepesanycTuTb Bpay3ep ANa NPOAOIKEHNA KOPPEKTHOM paboThl C
3NEeKTPOHHOM NOAMNMUCHIO.

CtpaHuua 12 n3 16
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1.3 CkaumBaHMe M YCTaHOBKA NiarMHa ana paboTbl ¢ noptanom Focycnyr

1. [lna yCcTaHOBKM NnarvHa Ana noptana Focycnyr He0OXoAMMO NePEenTM NO CChI/IKE HA CKaYMBaHMeE.
2. Janee nocne ckaumBaHMA HEODXOAMMO NEPENTH B 3arpy3KM 1 ABOMHBIM KANMKOM No JIKM 3anycTuTb MCAOAHAOWNI dainn
IFCPlugin-x64. (PucyHok 14)

¥ 4 = | 3arpyzku - O
m FnasHan MoaenuTeca Bua
1 & » 3rorkomnerotep > flokansHbiii auck (C:) > Monbsosatenn > usertest > 3arpyskn v @ | Mowck: 3arpyzku
WNma [ata nzmeHeHuna Tun Pazmep

» BeicTpeiii gocTyn

I Pa6ouwii cton o pASE) CERE
& 3arovsa + |13 FcPiugin-x64

PucyHok 14

[anee HeobxoaAMMO cieloBaTb NOACKA3KaM CUCTEMbI MacTepPa YCTaHOBKM.

CrpaHnua 13 3 16
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3. B OTKpbIBLIEMCA OKHE MacTepa YCTaHOBKM cneayeT HaxkaTb «Janee» (PucyHok 14)

ﬁ Ycranoeka Mnarux nonb3oearens cucrem SNEKTPOHHOro Np... — X

[MnarvH nonb3oBaTensa cucrem
3/IeKTPOHHOIo npasuTenbCTBa (BQDCMR

QBJTE% '\Q‘)m NO3BONSRET U3MEHUTL CNOCcob yCTaHOBKM

WM YAANEHUA KOMMNOHEHTOB MNaruH NoNb30B8aTens aicTeM
3NeKTPOHHOro NpasuTenbcTea (sepans 3.1.1.0) x64 Ha
KoMNbtoTepe, HaxmuTe kHonky “flanee”, 4yTobbi
NPOAOIKUTDL, MM KHONKY "OTMeHa”, YyTobbl BomiTi 13
MacTepa yCTaHOBKM.

@ Bac npuBeTCTBYET MacTep yCTaHOBKM

Otheria

PucyHok 14

CrpaHuua 14 n3 16
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4. 3aTtem HEOHXOAMMO HaXKaTb KHOMKY «YCTaHOBUTbLY» (P1cyHOK 15)

#3 Ycranoexa Mnarvn NoNb30BTENA CUCTEM 3NEKTPOHHOTO Np...  — X

Bce rotoBo K ycraHoBke narMH nosb30BaTens CHCTeM 3MeKTp...

HaxmuTe KHONKY "YCTaHoBuTL ", 4Tobbl HauaTh yCTaHoBKy. HaxmuTe KHonky "Hasaa”,
4yT0bbl NPOBEPUTL MM U3MEHUTD NAPAMETPbI YCTaHOBKM,. HaxxmuTe KHonky "OTMeHa”,
yTobbl BEWITH M3 MacTepa.

Hasaa YcraHosute OTMeHa

PucyHok 15

CtpaHuua 1513 16
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5. lMocne OKoHYaHMA YCTaHOBKM HEODXOAMMO HaxKaTb «0ToBO» (PUCYHOK 16)

ﬁ' Ycraroeka Mnarun nonb3osaTens CMCTEM 3NEKTPOHHOIO Np... —_ X

YcravoBka lMnaruH nonb3oBaTens CUCTeMm
3N1eKTPOHHOro NpaBuTenbCTBa (Bepcus
3.1.1.0) x64 3aBeplueHa

HaxmuTe KHonKy “ToToB0", 4Tobbl BoMTH M3 MacTepa
YCTaHOBKM,

PucyHok 16

Paboyee mecTo yCcnewHo HAaCTPOEHO.

CrpaHuua 16 n3 16



