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KpunTtonpoBaiigep — cpeacTBo 3awmTbl Kpuntorpadpuueckon 3awmTbl MHGopmaumu. MNporpamma ¢ NOMOLLbIO KOTOPOM
reHepupyeTca 3aKpbITaa YacTb 3/IEKTPOHHOMW NOANMUCK U KOTOPasA NO3BOASAET NPOU3BOAMUTL PAabOTy C 3NEKTPOHHOM NOANMUCHIO.
[laHHaA rasioyKa NPoOCTaBAAETCA aBTOMATUYECKM.

IKCMOPTUPYEMBIN K/HOY — BOSMOMKHOCTb KOMMPOBAHWSA 3/IEKTPOHHOM NOANUCK Ha ApYroi Hocutenb. Mpun OTCyTCTBUM
ra04ykn KONMpPoBaHMeE 3/IEKTPOHHOM NoAnucK byaeT HEBO3MOKHO.

MnaruH (Mogynb) — 3TO NPOrpaMmHbIi 610K, KOTOPbIN BCTpaMBaeTcs B bpay3ep M pacliMpsAET ero BO3MOMXKHOCTU. B oT-
NNYMeE OT AOMNOJIHEHUI NArMH, KaK NPaBuo, He uMeeT nHTepdelica. MNnarMHbl UCNONb3YHOTCA ANA NPOUTPbIBAHUA BUAEO U
ayauo B bpaysepe, npocmoTpa PDF-40KyMeHTOB, yaydlleHna paboTbl Be6-Cy»K6, OpraHn3yroLWmx COBMeCTHY0 paboTy B UH-

TEPHETE UT. 4.
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3 Heobxoammoe nporpammHoe obecneyeHue

MwuHMManbHble TpeboBaHUA:
OnepauymoHHada cuctema: Mac OS X 10.9
Hanunuune yyeTHOM 3anncK ¢ npaBamm agMUHUCTPATOpPa

CcblNKK Ha Heo6xo,£|,wv\oe nporpaMmmHoe obecneyeHue
KpunTo npo CSP 5 Bepcuu

Npansep PyToKkeH

Bpay3sep Chromium-GOST

Kpuntolpo 3UIMN Browser plug-in

MnarnH ana focycnyr

KoHdurypaumnoHHbIn dana nnarMHa rocycnyr
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4 YctaHoBKa Kpunto npo CSP 5 Bepcuu

1. Ckavalite apxmB Kpunto npo CSP 5 Bepcuu
2. Harknmaem «PaspewnTb» B OKHe 3anpoca 3arpysku

@ Safari Oain Mpanka Bua Mcropks  3amac Oow  Cnpaaxa SRINZE

3. MMepengute Ha BKAALKY 3arpy3Ku — ABOMHbLIM HaXKaTUeM pacnaKyiTe ckayaHHbI apxuB CSP5.0macos-uni.tgz - oTKpoWTe pacnakoBaHHYO Nanky
macos-uni.

4. B nanke HaliguTe ¢aiin c pacwmnpeHnem *.dmg —> KAMKHUTE Ha Hero 2 pasa.

5. B HOBOM OKHe HaXXmuTe NpaBoit KHOMKOW MbiluK Ha dain ¢ pacwmpeHmem *.mpkg - OTKpbITb.

CTpaHuua 513 27
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3 prydem
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drivers ReadMe ta W OIKPOTE & DPANONSHN >
MoOXa2aTe COASRNMMOR NAKETA

CucécToa

Cward wru.cryplopro.csp-5.0.11458 mpkg»

COINATE NCERAOHMM

BoiCTRGHA NDOCNOTRE «rucryptopro.csp-5.0.11455.mekge
MNogenutecs >
BMCTpwS ReACTEMA >

CxonvponaTth enucryptopro.csp-50.19455.mpkg»

WcnonsacoaTe rpyrns

Copruposars B
PARCCTaENTY Bubpare00

MoXa3aTe NAPIMETRN NS

Homes TCRPMHUNAR NO 3ZPeCy NancH
MOEN BENANKS TERMVIHANS NO ANPATY NENEM

3aTem B NpeaynperKaatowem oKHe HaxkmuTe OTKpbITb.

Ecnum cuctema BblgaeT npeaynpexaeHme Ha aBTopa nporpammbl, nonpobyinte oTKpbITb $Gaia ¢ 3axKaToi KnaBuwein «ctrl» Ha KnasmaType.

Janee B TPEX NOCNeAYIOLLMX OKHAX HAa*KMUTe Ha KHOoMKY MpoaomknuTtb, 4yTobbl 3anyctuTb MO gnsa ycTaHOBKM

Janee HeobxoANMMO NPUHATL YCNOBUS INLEH3MOHHOIO COralleHMA, A1A 3TOro HaXKaTb HAa KHOMKM NMpuHMmalto, 3atem MpoaonkuTb 1 YCTaHOBUTD

© 0N o
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® & YCTaHoBKa: ru.cryptopro.csp
CraHnapTHan ycraHoexa Ha «SSD»

R B aiieinio 37a ycranosxa 3anmer 32,8 Mb Ha aucke.

o NMueHsna HaxmuTe «YCTaHOBMTbH? ANA BbINONHEHWS CTaHA3PTHOW YCTaHOBKM
aroro MO Ha aucke «SSD».
o Paameuwenne
© Twvn yCTaHOBKM
ycranosxa

O630p

KpunTtol Ipo
CSP

[
|

Q.U Hazan YCTaHoBUTL

10. Ecnav noTpebyeTcs, BBEAUTE NAPO/b YY4ETHOM 3aNMcn AAMUHUCTPATOPA U HaXKMUTE Ha KHOMKY YcTaHoBUTb NO

~ Nporpamma «YCTaHOBIMK» NbITAETCA YCTAHOBMUTD
Hosoe MNO.

~a
u Yrobsi paspewnTs 3T0 AeACTBME, BBEAXTE NADONL.

Mwms nonb3oearens: '{uAdmir; ]

Mapons: eeeeceece

OTMeHuTs Ycranosuts MO

11. JoxauTecb yCTaHOBKM KOMMOHEHTOB M Ha*XMUTe Ha KHOMKY 3aKkpbiTb. Kpuntonpo CSP ycTaHoBneHO!
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3anyck npunoxeHna macOS TepmuHan (Terminal)

OTKpbITb CTaHAApPTHOE NpunoxKeHne macOS TepmuHan (Terminal) BO3MOXKHO 04HMM U3 CNOCOBOB:

1. Bbibepute Spotlight (kHoMKa nynbl B NpaBoM BEPXHEM YI/ly SKpaHa) 1 BBeAUTE B CTPOKY Nomncka « TepmmuHany.
2. CeepHuWTe BCe 3anyLieHHble NPUIOXKEHNA, B BEPXHEM MEHI0 BblibUpaliTe BKNaaKy «lepexony, B OTKPbIBLUEMCA MEHIO HaxnMMaeTe pasgen «YTUAUTbI»

@ Finder ®aiin Mpaska Bug 2 a%i IV Brise Q @ =

& Cloud Drive

HepjasHo uCronb3ogakikbie nanku
Mepexop k nanke...

F0O0L cBlBRO o003 9 AmY

3. 3anyckaem «TepmuHan»

CtpaHunua 8 n3 27
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@ Finder ®aiin Mpaska Bua Mepexod OkHO Cnpaska =

94 %1

iV Bri1030 Q

ec e 8 VrunuTsl
m owvlo
Viabpanmoe z
@ Airdrop : | X Cam)
Hepaghve B w0 Geemw 00 W ’

7 Nporpammst AccucTeHT Accuctent Boot Avckosas MHGOPMAUNS O Koncons
- MUFDELIH Camp yunuta cucreme
(5 PaGouuit cron

Oz B / m

MOHUTOPMHI Hacrpoiika O6meH dainammn Penaxtop CBA3Ka KNoYeR
&3 iCloud Drive chcTemsl Audio-MIDI no Bluetooth CXPUNTOB

Mecra e )
2
) BooTCAMP a, <
£ " 4
© Yaanenviii a...
CHAMOK 3xpaHa TepmuHan Vrunura AirPort Viunura Yiwnura
Tern ColorSync VoiceOver

FOOOL o BB1RO O™ 90 BAWMY

B okHe TepmuHana Heobxodumo bydem 8800UMb KOMAHObI.

111 BAXKHO npu 8800e KOMAHO 803MOMCHO nNpudemcs 8800UMb Naposb «Password» Kak Ha uzobpaxceHuu eoiwe, npu 8ooe cumeossl HE BY/]YT omobpaxamscs.
Mocne 8800a cumMe0s108 NApPoAa He0bX0O0UMO Haxame Kaasuwy «Enter»
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= 94% 1

IV BriE0 Q @

@ Tepmuwan Shell Mpaska Bug OkHo Cnpaska

Wabpannoe
@) AirDrop
& Henasrue
# Nporpamme:

Accuctent AccuctenT Boot Duckosas MHOOPMaUMS O

(& PaGouuit cron % grizik — sudo — B0x24

B fokyments iril L 0.
ib lication\ Support

Kowcons

ru.rtla

bs.
© 3arpyaxu Password:i]
iCloud
& iCloud Drive
Mecra
(£ BooTcamP
@ VYaanennsii g

Tern

10000 o BBARO o OH™
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5 Bsopa nnueHsuun Kpunrtollpo

1. OtkpouTte Terminal (cm. NyHKT «3anycKk npunoxkeHnsa macOS TepmuHan (Terminal)»)
2. Beegute KomaHay: sudo /opt/cprocsp/sbin/cpconfig -license -set cepuitHbii_HOMep_nnueHsun_c_aeducamm

IVANs-Mac:~ ivan$ sudo /opt/cprocsp/sbin/cpconfig -license -set SOS50E-##*tt—tttks
~kEEEE~FEEEE
Password:|]

BAXHO: Homep nuyeH3uu Heobxodumo 8sodums ¢ degpucamu. 1 noomeepicoeHus 8600a Heobxodumo ssecmu rna-
posb adOMuHUCmpamopa. Beood napona He omobpaxaemcs 8 okHe mepmuHana. locae 88oda napons Haxmume Enter.

Ctpannua 11 ms 27
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6 YcTaHOBKa apansepos PyTokeH

1. Co cTpaHMLbl 3arpy3oK Ha cauTe PyTOKeH ckaumBaem 1 ycTaHasansaem Modysb nododepxcku Ceaszku Knwoueli (KeyChain) — ckayaTk.
2. [anee nogxntoyaem K KOMNbloTepy Uusb-TokeH, 3anyckaem Terminal (cm. NyHKT «3anyck npunoxkeHma macOS TepmuHan (Terminal)») n BbinonHsem
KOMaHAy:

/opt/cprocsp/bin/csptest -card -enum
3. B oTBeTe AOMKHO ObIThb:

Aktiv Rutoken...
Card present...
[ErrorCode: 0x00000000]

CtpaHuua 12 ns 27
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7 YcTaHoBKa cneymanbHoro 6paysepa Chromium-GOST

1. [nsa paboTbl C rocyaapcTBeHHbIMU NopTanamm notpebyertcsa 6paysep — Chromium-GOST

Mo ccoinke ckayusaemca onpeodeneHHas cbopka bpaysepa (71.0.3578.98), mak kak 8 bosee HOB8bIx

8epcusx He 2apaHmMupyemcs KoppekmHasa paboma e /1K @HC.

2. MMocne ckaumBaHua daitn bpaysepa noasutca B nanke Downloads (3arpy3ku), 3anyckaTtb ero He TpebyeTca, NPOCTO NepeTackMBaem Ha NaHe b yBegomse-

HUI ana yoobcerea.

0 Jarpyaxn

& v

' creomum-go. -amaid b2
W WChugn phg
W COrocap g 2014071 kg
macos-uni 3
macos-unl 7
Maccs-unt
& ruaryptopro, A 1MS8 . amg
W coverity
ntegrty oh
masos-uni in
CEFS.0maced-un lir
TeamVienerQSs amg
rueryploprec S 01023 drg
CRrOmIUT -0 - MmOt L 1022
& Npesewrauna. KCCTROA. p
b Dopua Kowwe xteue (2] dsc
Teoarsetxod_siginne (3 pd!

3. Tepexoaum K HacTpolKe NaarMHOB HUXKe.

Sara pofaznersn
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https://github.com/deemru/chromium-gost/releases/download/71.0.3578.98/chromium-gost-71.0.3578.98-macos-amd64.tar.bz2

A5 ity Mowmopr

it

8 YcTaHoBKa pacwupeHnn ana bpaysepa

8.1.1 KpunTtollpo 3UM Browser plug-in

1. Kpuntollpo 3UMN Browser plug-in ckaunBaeTe no AaHHOM CCblIKe
2. 3anyctute dain ycTtaHoBLLMKaA cprocsp-pki-2.0.14071.pkg

Ve L Rara polasnerms
G Chromeum-Gogt re v 3T Ut TR Corpane, Y23
' creomium-go. -amadSd tae b2 Tl Caraue, 33
¥ FCPugn phg

CR=EET ehi-2 0.!40?1.&3

u Hajaaune
A Nporpaveuns
=4 Fadowil cron > macos-uri 3
ﬁ.' Ooxymonrs g macos-uni 3
w YSTamowsn: cprocyp-pikl
Ao0po NOXAN0BAITS B YCTEMIALAK « CRrocsp piin!

Welcome 1o nstalaton, This progeam will gude you through he
Eataliation of s softawe

Npcacnxuy

HauHeTcs yctaHoBka Kpuntolpo 3LM Browser Plug-in. HaxxmuTe Npogonxutb.

O3HaKombTech € MHOpMaLMen 0 NPOAYKTE N HaxkmuTe MpPoaoAKUTD.

O3HakombTeCh € JINLLEH3MOHHbIM cornalieHnem u Haxkmute NMpoAoNKUTb.

YT106bI NPOAOIKNTL YCTAHOBKY, NOTPebyeTcA NPUHATL YCNoBUA JIMLEH3MOHHOIO cornaweHus. s 3Toro B NoABMBLUIEMCA OKHe HaxkmuTe MpUHATDb.

o kW
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7. [nA npofonKeHUA YCTaHOBKM, HaXKMUTe YCTaHOBUTb. He peKoMmeHAyeTcs U3MEHATb ANPEKTOPUIO ycTaHoBKM KpunTolpo 3UMN Browser plug-in.
8. Ecnu notpebyetca, paspewmnte YcTaHOBLMKY ycTaHoBUTb KpunTtolpo SN Browser plug-in. [1ns aToro Heo6xoanMmo BBECTU Napo/ib.

MporpamMma «YCTaHOBLMK» NbITAETCA YCTAHOBUTD
Hosoe MNMO.

| iﬁ Yrobbl pa3pewnTs ITO AeACTBME, BBEAATE NADONS.
Mma nonv3osartens: | Admin

MNapons: eeeeceee

OTMEHUTD Ycranosuts MO

9. [Joantecb OKOHYaHMUA YCTaHOBKMW. locne ee 3aBepLlleHMNA HaXKmuTe 3aKprTb, YTOObI BbINTU U3 nporpammbl YCTaHOBKMU.
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8.1.2 NnarnH gna Mocycnyr

1. CkaymBaem KOPPEKTHbIN KOHOUIYPaLMOHHbIA dann ana pacwmpenua Focycnyr gna noaaep»Kkn macOS mn Hosbix ILUIM B ctaHaapTte FTOCT2012 no

CCblIKE

2. 3anyctute ¢daiin yctaHoBwmMKa IFCPlugin.pkg c momoLLbio KOHTEKCTHOrO MeHIo (MpaBas KHOoMKa Mbllwn), Bbibpas OTKPbITb.

3. [lnsa Hayana yCTaHOBKM HaXknumaeTe YCTaHOBUTb

Paen

G Crromium-Gost 2318 W Nonras e

b AlrDroo
@ Heasanne
A Npe

) Fado

v

D o
[ Goxymesms

w Yorancosa: FCPugin

-

' creomum-go. -amaid tar b22
@ WCPugn kg

Mmaces.un 3

macos-uni 2

macos-uni

CTangaoTHan yeTamcana ia «Nacintosh HD»

Bocgemwe
Painveugnme

» Tun ycrancaxm

I yE1ANONE Adennt 25 ME s pucen

MaxmuTe SYCTINOIHTED [NR BENOAHEHAS CTCAPTHOR
YOTaeco o 37000 MO wa ancxe «Macimosh HDe

VAMEMATS PAINSURIS YCTANORKAM. .

WS e o

Yoranommty

Rara pofasnerus

Carogne, W23

HauHeTcs ycTaHOBKa, HEOHX0AMMO AeNCTBOBATb, COrIaCHO COOBLLEHUAM NPOrPaMmbl.

Ecnu notpebyeTtcsa, paspewwnTte YCTaHOBLMKY YCTAHOBUTb NaarkH. [na sToro Heo6xo4Mmo BBECTU Napoib.

[oxXaNTecb OKOHYAHWUSA YCTaHOBKM. [loc/e ee 3aBePLUEHUS HAXKMUTE 3aKPbITb, YTOObI BbIMTM U3 NPOrPaMmbl YCTAHOBKM.
KoHdurypaumoHHbiin ainn nnarnna Focycayr ifc.cfg goctyneH no gaHHoM ccblake
CkaumBaem 1 octasasem ero 8 nanke Download/3arpysku
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dccly
Lxe
'fc' s FCPlugn.pkg
9,6 V5
Moap
& Cpeocsp-phi-2.014071.pky
e O DINE
214 | creomium.geat-710.35. 8-macos-ama54 1 ka2
Moo
m‘ Rutckeninstaber. pkg
1,0 M8

| CsPSOmaces-uritar
- 905 WE

Q

(0]

' Jarpynn OwacTum

4. OTKpbiBaem cTaHAapTHoe npuaoxeHne macOS TepmuHan (Terminal) (cm. pasaen 3anyck npunoxkeHuns macOS TepmuHan (Terminal))

& Tepumian Shel pava 8uq_Oxeo Crpsera

9000 aBBBORHALT

DLk R e CIENCICY IR

ReE M
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5. Bsogmm nocneposatesibHO KOMaHAbI:
sudo rm /Library/Internet\ Plug-Ins/IFCPlugin.plugin/Contents/ifc.cfg
sudo cp ~/Downloads/ifc.cfg /Library/Internet\ Plug-Ins/IFCPlugin.plugin/Contents

sudo cp /Library/Google/Chrome/NativeMessagingHosts/ru.rtlabs.ifcplugin.json /Library/Application\ Support/Chromium/NativeMessagingHosts

CtpaHuua 18 s 27
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9 YcrtaHaBAMBaem cepTUPUKAT c PyTOKeH

1. Mopgkntoyaem usb-TokeH, nepexogum B TepmuHan (Terminal) n BbinonHAEM KOMaHAY:

Jopt/cprocsp/bin/csptest -card —enum

e o T vilen — -bash — 220xb7
Last 1egin: Msn Awg 17 16:19:12 on censole

Tre defoult intersctive shell is naw 2sh.
To usdite your sccoust te use Xsh, please run “chsh =3 /bin/zsh’
details, please visit httpa://apport.spple.com/ab/Ni2ee0se.
lenS /opt/cproczp/bin/ciptest -card —ence
0 sec USR: 3,800 sec UTC: 0,030 sec
90030 ]
i= vilen§ /opt/cprocsp/bin/csptest —card —enue

an lite
Totalt SYS: 6,088 sec USk: 8,888 sec UTC! 8,020 sec
[ErzerCose: Gaddetdote]
iMac-vilen:s wilens |

2. YcraHaBnuBaem cepTudmKaTt KIM ¢ nomoLbio KomaHabl B TepmuHan (Terminal):

Jopt/cprocsp/bin/csptestf -absorb -certs

CtpaHuua 19 ns 27
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10KoHpurypmpyem CryptoPro ana pabotbl c ceptudukatamm FOCT P 34.10-2012

[Ons KoppeKTHol paboTbl Ha nalog.ru ¢ cepTudmKkaTamm, Bblagasaembimm ¢ 2019 roaa, HeEO6X0AMMO BbINONHUTL Caeaytolme KoMaHabl B TepmuHan (Terminal):

sudo /opt/cprocsp/sbin/cpconfig -ini \cryptography\OID\1.2.643.7.1.1.1.1!3" -add string 'Name' 'GOST R 34.10-2012 256 bit'

sudo /opt/cprocsp/sbhin/cpconfig -ini "\cryptography\OID\1.2.643.7.1.1.1.2!3" -add string 'Name' 'GOST R 34.10-2012 512 bit'

B e D when — -bash — 228x57
LasT 15gin: Man Aug 57 16:19:32 on censole

Tre default istersctive shell is naw 2sh.
YOUE BECOUAL to use 2sh, please fon 'chah =3 SbEn/zsh’,
etails, please visit hitga:z//aippsrt.epple.coe/ab/NT208050.

ilenS /opt/cprocap/bin/ciptest -card —enue
020 sec U5R: 9,300 vec UTC: 0,03 sec
00003099 |

110n8 /0pT/cDTocsp/bIN/GSOTASt ~CaTd —tnum
lite

080 sec USK: €,808 sec UTC! B,020 sec

: Oxdeeenee]
:» wilen$ sufa Jopt/cprocxsfibin/cpeanti -ini *\cryptography\DID\1.2.843.7.1.1.1.113" -3dd string 'Name’ 'GOST R 34.18-3012 256 bit

ilens sufo fest/corocasisbinfepeantia ~Lal *\cryptography\DI0V1.2.643,7,1.1.1.113" ~408 string 'Neme’ 'GOST I 3¢.18-1912 258 bit

ilens
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11HacTtpomnkKka bpaysepa Chromium-Gost

1. 3anyckaem 6paysep Chromium-Gost 1 B agpecHol cTpoke Habupaem:

chrome://extensions/

2. Bkntoyaem 06a yCTaHOB/EHHbIX PAaCUMPEHUA, C NOMOLLbIO BbIKNtOYaTeNn ‘ (BkA1tOUEH)

e CryptoPro Extension for CAJES Browser Plug-in
e PacwwupeHune ana nnarnHa Mocycnyr

CryptoPro Extension for CAJES Browser Plug-in

- PacwupeHue no3soNseT UCnonb3oBaTh
KpunTollpo 3LN Browser plug-in B 6payaepe.
[nsa paboTbl TpebyeT yctaHoBneHHoro 3UIMN

Details Remove @

Pacwupenue ans nnaruxa locycnyr

% PacwupeHnue ans nnarmHa locyecnyr.
Details Remove @

3. HacTtpausaem pacwmpeHue Kpuntolpo SLUM Browser plug-in, ans aToro B agpecHon ctpoke Chromium-Gost Habupaem:
/etc/opt/cprocsp/trusted_sites.html
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N@,L ATV MOHUTOPUHT

O 00§ HicpchKpentelgo UNE X

o
1
@

< C N CryptoPro Extension for CAJES Browser Plugein | chrome-extensicn.filchhinnmedbitifmipipoittogitrustod_stes.htmd o

HacTtpowviku Kpuntolpo 3N Browser Plug-in

Concos: FNKH-SX JIN0D, KOTOPSN HE NEVNHHAT SRR DRUONY KOMTRAOTOPY W Sareesa. 1A 32230 000
yanon Kountolpo 30570 Browsar Plugan s Gyner Tpedonas naa npwt P

TPAHILLR COR TR TOR, CORGANI NOATACH st Mg b

FRIOB B HALAXHS UCKRHD VEAGIRIONNTS CHMBAN ** /9 FKELEHIN BOMK CYHORMHOB RAHMIID YINA

Bacncio! Mo ROBIBNMHIN BOS-F3 & CMOTK HALMMHWE, B SZOMHN Bl Th YBRDMIM, 410 M0~
DRDVITTES, HUTYASHHE HIA JI0YLUSHH C L300 DIG-YIUTE, WO MOCYT HEHECTH BDAG KOMMSIOTOPY

U e

CnicoK KOBEPEHHLIX Y3Nos

Bobasurs woatit -+

ConpanmTy

4. Ha noasuMBLUENMCA CTPAHULLE B CMUCOK AOBEPEHHbIX Y3108 N0 o4Yepean AobaBaseM CanTbl:
https://*.cryptopro.ru
https://*.nalog.ru
https://*.gosuslugi.ru
000 @ HicpcakperalpoIUNE x| o

« C  # CryptoPro Extersion for CAGES Browser Plugein | chrome-extansion/Schhinnmecibifmijptiroftiog/rustod. stes. htm T 8w o

HacTtpowku Kpuntolpo 3N Browser Plug-in

Crvmoos mI0mmS YIN0D, KOTOPSN HE NEWMMAT DPOS DRUONY KOMTOTODY W Sarwesd. [0 3a3menx 0ot
Y2100 Koun1oNpe LY Browser Piugn »¢ GyaeT TPetoeaTe MIATOORMAIHAR NOMIOBITANA NP OTKPWTAA
APBLR COPTIDIACITOR, CORSANMA DALV Mt Ngw w6

FEOS B HALINKMMY VIGRNG VEPGARICENTS SHMBON " 55 YRELMN BOPX CYAICAMHOR GAHMGIO YINa

Buaincinof pws ZOBOIH3H BOG-FA & CHCTK HANTRISAX, B LONRHN BITh YSADI, 410 Ba6-
CXPWIITES, JADYASHNEI WA IHTYWISHIS G SO0 DOG-YINA, HE WSrYT HIMICTH BDAS KOMMMOTE(TY
LU T

CnncoK ROBEPEHHLIX YINos

Rttps A" cryptopra o
PitpsA™ nakog.fu
heipsAr Qosslug ru

Coxpanmrs

5. mem KHonKy CoxpaHuTb. [loKHa NOABUTLCA 3aMMCb HA 3e1EHOM doHe: «CMMCOK A0BEePEHHbIX Y3/10B YCMNELWHO COXPaHeH».
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Hactpownku Kpuntolpo UM Browser Plug-in

Crsacon LOmopamsna YANON FErmanD Conpam
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12lone3Hble AONONHEHUA

12.1 3axoaum B JInyHbi KabuHeT Ha nalog.ru

Bxog, He06X0AMMO OCYLLECTBAATL MO CAeAYHOLMM MPSAMbIM CCbITKAM:

e JInuHbIii KabuHet UM: https://lkipgost.nalog.ru/lk
e  JlnuHbi KabuHet KON: https://Ikul.nalog.ru

» Hoods oxraasa * -
X @ kulmlog.ru

wes  JIOOMNMBATO 13 ITY NSere JULRD0H, ¥ KOTODRM SITHTE MAtTs DaCTDs HOCTY, HUNORTHIOMTS ML,

— -
Bubop cepruduuara
| DaSaGuTE CODTHGUCIT TR TTaNTIOURR i 13 https: ik sk

© 000 "MAKCCTPOR" (GO0 "WUTK™)

.....
onea  EE
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12.2 YcTpaHeHue cboes

1. MNepenogkntoyaem usb-TOKEH M NPOBEPSAEM YTO OH BUAEH C MOMOLLbIO KomaHAbl B TepmuHan (Terminal):
sudo /opt/cprocsp/bin/csptest -card -enum

2. Ounuwaem Kell 6paysepa 3a Bce Bpems, 4714 Yero B agpecHom ctpoke Chromium-Gost Habupaem:
Ktrichrome://settings/clearBrowserDataiste,

3. MepeycraHasamnaem cepTndumkat KM c nomoLubio KomaHabl B TepmuHan (Terminal):

Jopt/cprocsp/bin/csptestf -absorb —certs

4. TMpoBepuTb cTaTyc AnueHsnn Kpuntolpo CSP MmoKHO KoMaHAoM:
Jopt/cprocsp/shin/cpconfig -license —view

5. AktmBuMpoBaTb mueH3nto Kpmuntolpo CSP MOXKHO KOMaHAOM:

sudo /opt/cprocsp/sbin/cpconfig -license -set cepuitHbIi_HOMEpP_/MLEH3UK
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12.3 NMoanucb panna KomaHaoM uU3 Tepmuran (Terminal)

1. B TepmuHan (Terminal) nepexoanm B KaTanor ¢ paiinom gns noAnucaHna 1 BbiNOAHAEM KOMaHAY:

Jopt/cprocsp/bin/cryptcp -signf -detach -cert -der -strict -thumbprint XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX FILE

roe XXXX... — xaw cepTndukaTa, noayyeHHbli Ha ware 1, a FILE — nmsa daiina ana nognmncaHus (Co Bcemu pacluMpeHusmu, Ho 6es nyTu).
2. KomaHpaa JonKHa BEPHYTb:

Signed message is created.
[ErrorCode: 0x00000000]
ByaeT co3aaH ¢aitn 3neKTPOHHOM NoANUCHK C paclumpeHnem *.sgn — aTo oTcoeamHeHHan nognucbk B dopmate CMS ¢ koamposKoit DER.
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12.4 YctaHoBKa Apple Automator Script

YT106bl Kaxkabllt pa3 He paboTaTb C TEPMUHANOM, MOXKHO OAUH pPas yCcTaHOBUTb Automator Script, c NOMOLLbIO KOTOPOro NOANMUCHIBaTb AOKYMEHTbI MOXKHO byaeT
M3 KOHTEeKCTHOro meHto Finder. 1ns atoro

1. CkaumBaem apxmB — CKayaTb.

2. PacnakosbiBaem apxuBs ‘Sign with CryptoPro.zip’

3. 3anyckaem Automator

4. Haxogum v OTKpbiBaem pacnakoBaHHbIN ¢aiin ‘Sign with CryptoPro.workflow’

5. B 6n0ke Run Shell Script meHsem TekcT XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX Ha 3HaveHue napameTpa SHAL Hash ceptudukara K30,
Nnosy4yeHHOE BblILLE.

6. CoxpaHaem ckpunT: F8Command + S

7. 3anyckaem daiin ‘Sign with CryptoPro.workflow’ n noaTseprkaaem ycTaHOBKY.

8. Wpem B System Preferences —> Extensions —> Finder 1 npoBepsem, uto Sign with CryptoPro quick action oTmeueHo.

9. B Finder Bbi3biBaeM KOHTEKCTHOE MeHIo ntoboro daiina, u B pasaene Quick Actions n/mam Services BbibpaTb NyHKT Sign with CryptoPro

10. B noasumswemca gananore Kpmuntollpo Beectn PIN-kog nonb3sosatena ot K3
11. B TeKyLwiem KaTanore noasutca ¢ain c paclwmpeHnem *.sgn — otcoeanHeHHan nognucb B opmate CMS ¢ Koamposkolii DER.

Ecnv cofieprKMMoe AOKYMEHTA He COAEPKUT CEKPETOB M TaliH, TO NPOLLLE BCEro BOCMO0/1b30BaTbcA web-cepBrcom Ha nopTtane Focycayr —
https://www.gosuslugi.ru/pgu/eds. Tak MOXHO cAenaTb CKPMHLLOT C aBTOPUTETHOrO pecypca U HbITb yBEPEHHbIM YTO C NOAMNMCHIO BCE OK.
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